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Abstract—    This paper provides a survey of the Vampire attacks which is the resource depletion attack. It permanently disables networks by 
quickly draining nodes’ battery power. All the protocols are vulnerable to Vampire attacks as they are demoralizing, challenging to detect and are 
laid-back to carry out using as few as one malicious insider sending only one protocol-compliant message. Here the analysis of Vampire attacks 
and consequences are discussed, and solution provided till date are explored.   

     Index Terms— Vampire attacks, Stateless protocol, Stateful protocol, Clean state sensor network routing. 
 

——————————      —————————— 

1 INTRODUCTION                                                                    
Vampire attacks are a variant of DOS attacks which performs 
resource consumption on neighbor nodes. In Vampire attack, 
targeted packets are modified for preparing long routes or 
misguiding the packets. Resource depletion attack or Vampire 
attack is such attack where a compromised node involves in 
generating more network traffic which depletes the energy of 
the nodes. The Vampire node behaves as per the underlying 
protocol making the system difficult to detect such attack [4]. 

Vampire attacks can be defined as the configuration and 
broadcast of a message that causes additional energy to be 
used up by the network than if an honest node transmitted a 
message of identical size to the same destination [1].  

Vampire attacks are not protocol-specific, as they do not 
depend on design properties or implementation faults of spe-
cific routing protocols, but rather exploit general properties of 
protocol classes such as link-state, distance-vector, source 
routing, geographic and beacon routing. Further, these attacks 
do not depend on submerging the network with an enormous 
quantity of data but somewhat try to transfer as tiny data as 
possible to achieve the largest energy drain. 

Vampire attacks are equilateral to those used to protect 
routing infrastructure, and so existing secure routing protocols 
such as Ariadne [9], SAODV [11], and SEAD [8] do not guard 
against Vampire attacks. Current work on secure routing at-
tempts is to ensure that intruder is unable to discover the 
route and return an invalid network path, but Vampires do 
not interrupt or modify identified paths, instead using existing 
valid network paths and protocol-compliant messages [1]. 

Vampire attacks have many attractive features that make 
them the most prominent attack:  

• Vampire Attacks do not target particular protocol i.e.; 

they are not protocol-specific. 
• They don’t distrupt instant availability. 
• Vampires use Protocol-Compliant messages. 
• Transmission of trivial information with largest ener-

gy drain is achieved. 
• They do not interrupt or modify discovered paths.  

2 VULNERABLE PROTOCOLS 
Vampire attacks are mostly recognized in link state, distance 
vector, source routing, Geographic, beacon routing protocols 
and logical ID based sensor network. [3] 
 
2.1 Link-State Protocols 
Link-state protocols include two main classes such as Open 
Shortest Path First (OSPF) and Intermediate to Intermediate 
system (IS-IS). The basic theory of link-state routing is that 
every node constructs a map of the connectivity of the system, 
in the form of a graph, showing which nodes are connected to 
other nodes [4].  

2.2 Distance-vector Protocols 
Distance-vector protocols are based on computing the direc-
tion which means the next hop and the distance mean the cost 
to measure the cost of next node [3]. The router informs its 
neighbor about the changes in the topology when the transac-
tion is in progress. It uses Bellman-ford algorithm, and Ford-
Fulkerson algorithm to calculate paths.  

2.3 Coordinate and Beacon based Protocols 
Coordinate and beacon based protocols are the protocols 
which move according to the coordinates such as GPRS and 
BVR [13] [14]. In GPRS, it contours the barrier of packets until 
to the path of the target is grasped whereas in BVR the packets 
are routed towards the beacon closest to the target and then 
move towards the target [1]. 

2.4 Clean state sensor network routing 
Clean-State Sensor Network routing protocol which is also 
called PLGP works in two phases namely topology discovery 
phase and packet forwarding phase. PLGP first version is sus-
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ceptible to Vampire attacks, but its modified version with at-
testations (PLGP-a) is secure from Vampire attacks. Packet 
forwarding phase is safe from the Vampire attack as the no-
backtracking property provides provable security against 
Vampire attacks [15] but no satisfactory solution is provided 
for topology discovery phase. 

3 TYPES OF VAMPIRE ATTACKS 

Vampire attacks are primarily categorized into two classes by 
the protocol.  

3.1 Attacks on Stateless Protocols 
Stateless Protocols are those in which the node specifies the 
entire route in the packet header to the destination. Intermedi-
ate nodes cannot make independent forwarding decisions in-
stead of the direction indicated by the source. To forward a 
message, the intermediate node finds itself in the path and 
transmits the message to the next hop. The load is at the node 
of origin to ensure that the route is legal at the time of trans-
mitting data and that every node in the path is a physical 
neighbor of the previous route hop. [1]  

Further, there are two types of attacks in stateless protocol 
as described below: 

3.1.1 Carousel Attack 
Carousel Attack is where the source is at the initial stage and 
sink is at the last stage [16]. In this kind of attack, an intruder 
composes packets with intentionally introduced routing loops. 
It is called carousel attack as it sends packets in circles as 
shown in figure 1. 

 
Fig. 1. Carousel Attack[1] 

 
It aims source routing protocols by misusing the limited 

verification of message headers at forwarding node, allowing 
a single packet to traverse frequently the same set of nodes.  

As shown in figure 1, source (malicious node) sends the 
packet to the loop twice before reaching the sink node. The 
honest node would immediately exit the loop from node E to 
sink. Carousel attack is used to increase the route length be-
yond the number of nodes in the network. 

3.1.2 Stretch Attack 
Stretch Attack also targets source routing, in this type of attack 
intruder builds artificially long routes, potentially crossing 
every node in the network. It is called a stretch attack, since it 

increases packet path lengths, causing packets to be processed 
by some of the nodes that are independent of hop count along 
the shortest path between the adversary and packet destina-
tion. 
Figure 2 shows the stretch attack. In this honest route is dotted 
while the malicious route is dashed. The last link to sink is 
shared. Here source node act as a malicious node and inten-
tionally send the packet through the long route. Instead of 
using the route (Source →F→ E→ Sink), affecting only four 
nodes including itself, it uses the long route. Due to this long 
route (dashed), nodes that are not along the honest route are 
forced to utilize energy by forwarding packets they would not 
receive in honest route scenario. 

 
Fig. 2. Stretch Attack [1] 

 
The stretch attack can increase the energy usage by up to an 

order of magnitude, depending on the position of the mali-
cious node. Further, the impact of such attacks can be in-
creased by combining them, by increasing the number of mali-
cious nodes in the network or by simply sending more pack-
ets. 

3.2 Attacks on Staeful Protocols 
In the stateful protocols, nodes are aware of topology, state, 
and forwarding decisions. Nodes are independent and make 
local forwarding decisions on that stored state. Types of at-
tacks on stateful protocol are: 

3.2.1 Directional Antenna Attack 
Vampires have slight control over packet progress when for-
warding decisions are made self-reliant by each node, but they 
can still discard energy by resuming a packet in various parts 
of the network. Using a directional antenna intruder can send 
a packet to arbitrary parts of the system while also sending the 
packet locally. This utilizes the energy of nodes that would not 
have had to process the original packet. It can be accom-
plished more than once by placing the packet at various dis-
tant points in the network, at the added cost to the intruder for 
each use of the directional antenna [1].  

3.2.2 Malicious Discovery Attack 
Another attack on all earlier mentioned routing protocols (in-
cluding stateful and stateless) is forged route detection. In 
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maximum protocols, every node will forward route discovery 
packets, meaning it is possible to initiate a flood by sending a 
single message. A malicious node has numeral ways to induce 
a perceived topology change:  

• It may falsely claim that a link is down, or claim a 
new link to a nonexistent node.  

• Further, two cooperating malicious nodes may de-
clare the link between them is down. However, near-
by nodes might be able to monitor communication to 
detect a link failure (using some neighborhood up-
date scheme) [1].  

• More severe attacks become possible when nodes de-
clare that a long distance route has changed. 

This attack is trivial on open networks with unauthenticat-
ed routes since a single node can emulate multiple nodes in 
neighbor relationships [12], or falsely claim nodes as neigh-
bors. 

4 MITIGATION TECHNIQUES 
Many ramifications have been provided for detection of Vam-
pire Attacks. The Carousel Attack can be prohibited complete-
ly by having forwarding nodes check source route for loops, 
but this adds additional forwarding logic and thus more over-
head. Another alternate solution is to alter how intermediate 
nodes process the route. To forward a message, a node must 
regulate the next hop by locating itself in the source route. A 
node can search for itself from the destination backward in-
stead from the source forward so that any loop that includes 
the current node will be automatically pruned.  

Stretch Attacks are more challenging to prevent than carou-
sel attacks. Loose source routing technique can be used in 
which intermediary nodes may substitute a portion of the path 
in the packet header if they know a better route to the destina-
tion, but this makes necessary for the nodes to discover and 
find optimal routes for at least some proportion of other 
nodes, somewhat defeating the as-needed discovery ad-
vantage. 

Directional antenna attacks are further tough to prevent. 
Packet Leashes cannot inhibit this attack since they are not 
meant to defend against malicious message sources, only in-
termediaries [10]. 

Malicious discovery attacks are still vulnerable to Vampire 
attacks, and no particular solution is provided to date. 

Review of countermeasures and algorithms provided till 
date discussed are as follows: 

• In [2] new protocol is proposed that provides prova-
ble security against Vampire attacks. This protocol 
requires no specialized hardware and provides mes-
sage delivery even in an environment with active ad-
versaries. Three approaches were discussed to design 
secure routing protocol. This protocol has to be ana-
lyzed under attack and investigation has to be done to 
improve its efficiency. 

• [5] Proposed a system that overcomes the challenges 
of Vampire attacks by using the Energy load observ-
ing Algorithm (ELOA) and the energy utilization is 

reduced profoundly. ELOA functions in two phases 
namely Network configuring phase and Communica-
tion phase. The performance of existing protocol is 
quantified using a small number of adversaries but 
not applicable when malicious nodes are increased. 

• [4] Implemented a prototype application that simu-
lates the Wireless Ad Hoc Sensor Network with the 
resource depletion attack model. Empirical results re-
veal that the prototype can provide encouraging re-
sults. The results show that such attacks can be pre-
vented, and will help in real time implementation of a 
protocol to prevent attacks. 

• [6] Evaluated the Vampire attacks by assessing the 
vulnerabilities of existing protocols and modifying ex-
isting protocol to deplete Vampire attacks. Secure 
routing protocol PLGPa with ECC is proposed to pre-
vent Vampire attacks by confirming that packets 
make progress towards their destination but has the 
limitation that no way to ensure if the packet has 
reached the destination or dropped. 

• [7] Proposed a method to detect and secure data 
packets from Vampires during the packet forwarding 
phase. PLGP with attestations is used for identifying 
the malicious attack. M-DSDV routing protocol is 
used to detect and eliminate the resource depletion at-
tack from the network attacks. Defense against for-
warding phase is discussed, but no solution is pro-
vided in topology discovery phase. 

• From all the above-discussed countermeasures, the ef-
fective and best solution is clean state sensor network 
routing protocol proposed by [2]. 

5 CLEAN STATE SENSOR NETWORK ROUTING 
A clean-slate secure sensor network routing protocol proposed 
by [2], which provides the provable security against Vampire 
attack during packet forwarding phase. It works on a clean 
slate approach i.e. it prevents the entry of any malicious node 
into the network. It operates in two phases as follows: 

5.1 Topology Discovery Phase 
It is repetitive on a fixed schedule to ensure that topology in-
formation stays current. When discovery initiates, each node 
has a partial view of the network — the node knows only it-
self. Nodes find their neighbors using local broadcast, and 
form ever-expanding “neighborhoods,” stopping when an 
entire network is a single group.  

During this process, nodes form a tree of neighbor relation-
ships and group membership that will later be used for ad-
dressing and routing. At the completion of discovery, each 
node should calculate the identical address tree as other nodes 
[3]. All nodes learn about each other’s virtual addresses and 
cryptographic keys. The final address tree is provable after 
network convergence, and all forwarding decisions can be 
individually verified. Moreover, assuming each authentic 
network node has a unique certificate of membership (as-
signed before network deployment), nodes who effort to join 
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multiple groups, produce duplicates of themselves in various 
locations, or otherwise cheat during discovery can be identi-
fied and removed.  

Discovery commences with a time-limited period during 
which every node must broadcast its existence by broadcast-
ing a certificate of identity, including a public key, signed by a 
trusted offline authority.  

 
Fig. 3.  Working of Protocol [2] 

 
Each node starts as its group of size one, with a virtual ad-

dress 0. Nodes who overhear broadcasted messages create 
groups with their neighbors. When two individual nodes 
(each with an initial address 0) merge to build a group of size 
two, one will take the address 0, and the other becomes 1. 
Groups integrate favorably with the smallest neighboring 
group, which may be a single node. Like individual nodes, 
each group will primarily pick a group address 0, and will 
select 0 or 1 when combining with another group. Each group 
member appends the group address to their address, for ex-
ample, node 0 in group 0 becomes 0.0, and node 0 in group 1 
becomes 1.0, and so on [2].  

Each time two groups incorporate, the address of each node 
is extended by one bit. Implicitly, this forms a binary tree of all 
addresses in the network, with node addresses as left. Nodes 
will appeal to join with the smallest group in their vicinity. 
When larger groups merge, they both broadcast their group 
IDs (and the IDs of all group members) to each other and con-
tinue with a merge protocol identical to the two-node case. 
Groups that have developed large enough that some members 
are not within radio range of other groups will join through 
“gateway nodes,” which are within range of both groups. 
Each node reserves the identity of one or more nodes through 
which it received an announcement that another group exists. 
Topology discovery continues in this manner until all network 
nodes are members of a single group. By the completion of 
topology discovery, each node learns every other node’s vir-
tual address, public key, and certificate, since every group 
member know the identities of all other group members and 
the network converges to a single group [3]. 

5.2 Packet Forwarding Phase 
Throughout the forwarding phase, all choices are made au-
tonomously by each node. When receiving a packet, a node 
decides the next hop by finding the most significant bit of its 

address that varies from the message originator’s address. 
Thus, every progressing event (excluding when a packet 
moves within a group to reach a gateway node to proceed to 
the next group) reduces the logical distance to the target since 
node addresses should be firmly closer to the destination [3].  

To repel against the Vampire attacks this phase plays an 
important role. The property of no-backtracking must be con-
served to resist the Vampire attacks. This property of No-
backtracking is satisfied if every packet p traverses the same 
number of hops whether or not an attacker is present in the 
network. Thus it emphases on not allowing the packet to di-
verge from its destination too much. To reserve no-
backtracking, a verifiable path history is added to every PLGP 
packet, similar to route authentications. This packet history is 
used together with PLGP’s tree routing structure so that every 
node can firmly verify progress, avoiding any significant ad-
versarial influence on the path taken by any packet which 
traverses, at least, one honest node [2].  

This protocol is secure from Vampire attacks in forwarding 
phase, but it is vulnerable in topology discovery phase. The 
protocol assumes that there is a network authority present 
which assigns every node with a unique identity. This proto-
col is further modified with attestations but does not provide 
security during the topology discovery phase. Furthermore, 
the detection techniques cannot prevent this as they will work 
post merge or after the end of the recursive grouping algo-
rithm but the damage will be done till that, and there are 
chances that the Vampire will not be found by the detection 
techniques.  

6 CONCLUSION 
The paper gave an overview of the Vampire attacks and the 
protocols vulnerable to this attack. Further, the mitigation 
techniques were discussed, and the clean state protocol proves 
to be secure from the Vampire attacks. Many other solutions 
are considered but do not provide satisfactory resistant 
against Vampire attacks. The clean state protocol provides 
provable security but has one limitation in topology discovery 
phase, and this makes it vulnerable to Vampire attacks. So the 
further modification is required in the topology phase to se-
cure the protocol entirely from Vampire attacks. 
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